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Media Sanitization Certification

The undersigned hereby certifies that they have, for any NASA owned or NASA-data-contained media storage device (reference note 1 below), performed the applicable data sanitization method as described in notes 2 through 5 below. This is to assure removal of all sensitive, Privacy Act, proprietary, classified, or mission-critical data from hard drives and other computer storage devices1; and, remove licensed software from Government computers furnished under this contract before such computers leave the control of the contractor’s organization.
In the event of approved NASA abandonment or donation of the data storage device(s), compliance with this certification is required before abandonment or donation can be complete.
Company Names:       
Subcontract Number:       
Signature: __________________________________________________

Title:       
Date:       
Notes
1 Media storage devices include (but are not limited to): Disk drives, Solid State drives, SD cards, SIM cards, USB (thumb) drives, Optical Media, CDs, DVDs, Magnetic Tapes, Smart Phones, Tablet devices, Printers, Copiers/Multi-Function Devices (MFDs),
2 Use of approved wiping software or method.  Approved software includes: Darik’s Boot and Nuke, WipeDrive Pro, Mac OS X Disk Utility (zero out data minimum, and the Solaris Format command w/overwrite)
3 Operating system provided erasing tools (includes Windows “Delete”)
4 Shred, degauss or grind
5 Perform a factory reset of device
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